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Online Safety Tips: 
Protect Yourself & Others

1 Protect Your Passwords
� Use strong, unique passwords for each 

account.

� Avoid using personal information as 
passwords.

� Enable two-factor authentication when available.

2 Guard Your Personal Information
� Think twice before sharing personal details online

� Be cautious with social media posts, location 
sharing, and public profiles.

6 Secure Your Devices
� Keep your software and apps up to date for security patches.

� Use antivirus software and firewalls to protect 
against malware.

4 Think Before You Post
� Pause and consider the impact before sharing photos or comments.

� Remember that digital content can spread 
quickly and is hard to erase.

8 Be Wary of Public Wi-Fi
� Avoid accessing sensitive accounts or sharing personal data on public networks.

� Use a virtual private network (VPN) for added security.

10 Stand Up Against Online Hate
� Refrain from engaging in online arguments or hate speech.

� Be a digital advocate for respectful and inclusive online communities.

3 Spot Phishing Attempts
� Don't click on suspicious links or download attachments 

from unknown sources.

� Verify the sender's email address before 
responding to requests for sensitive information.

7 Use Privacy Settings
� Adjust privacy settings on social media platforms to 

control who sees your content.

� Limit the personal information you share publicly.

5 Recognize Cyberbullying
� Report any hurtful or harassing messages.

� Stand up against cyberbullying and support the targets.

9 Report Inappropriate Content
� Report any content that promotes hate speech, violence, 

or harmful behavior.

� Help create a positive and safe online environment.

"Promote positive online behavior. Stay safe and 
make the internet a better place for everyone."


